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Q Industrial Internet Consortium

Mission
To accelerate growth of the Industrial Internet by coordinating ecosystem
initiatives to connect and integrate objects with people, processes and data

using common architectures, interoperability and open standards that lead
to transformational business outcomes.

Launched in March 2014 — now over 250 members

§ Tmir @
atet C1SCO. G

The lIC is an open, neutral “sandbox” where industry, academia and
government meet to collaborate, innovate and enable.

© 2016 lIC. All rights reserved, used with permission.

250+ Member Organizations
Spanning 28 Countries
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(} What is the Biggest Challenge Facing the Industrial Internet?

Interoperability IIC Technology Working Group

Security IIC Security Working Group

Connectivity Issues IIC Testbeds Working Group

Business Models,
Public Awareness, Other

Energy Consumption

IIC Marketing and Business Strategies & Solution Lifecycle
Working Groups

LSS K

0 10 20 30 40 50 60 70 80 90

Source: loT Nexus 3
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Q How the IIC efforts are Organized

lIC Steering Committee

Busi Strategy and . .
Sl B Technology Security Testbeds Marketing Legal Membership
Solution Lifecycle ) . . . Working Working Grou
. Working Group Working Group | Working Group | | Working Group Group g Broup
Working Group
Use Cases Task Groug Architecture Task Group Intelligent and Resilient Controls
Verticals Taxonomy | Connectivity Task Group Distributed Data Management & Interoperability Group
y

Industrial Analytics Task Group Innovation Task Group
IT & OT Task Group Liaison Task Group
Methodology Task Group Vocabulary Task Group
Safety Task Group

5
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Q Collaboration within the Industrial Internet Consortium

IIC Working Groups have individual charters, inter-related outcomes both within the
Working Groups and with external organizations.

Open
Standards

New
Technologies

Open, Standards,
Horizontal

Testbeds

5
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Industrial Internet Consortium Testbeds:

http://www.iiconsortium.org/wc-testbeds.htm
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(} The IIC and Standards Organizations

The IIC is not a standards organization. IIC Formal Liaisons as of July 2016
It evaluates and organizes existing standards to: TS s T s
« Advocate for open standard technologies - S
¢ IEEE 150]1EC H) (ol |
* Influence the global standards development UPnP =
OASISH = eclipse
_ _ Ffjé—: A~ 0SGi yelie
The Technology Working Group is currently: (___:_fszz_u_ﬁg-"r & D Aniance QIMIG
* Evaluating existing standards @,ﬂmw WSF.- P piogiiband
* Identifying requirements for the Industrial . =
Internet @ OIG'QM o
OCF = kontara TR
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0. Industrial Internet Reference Architecture

* 110-page document published and released to public June 2015

* Goal: To align the industry to a common end-to-end Industrial loT
reference architecture with clearly defined constituent components and
. Industrial Internet Reference Architecture
interfaces between them so that:

* Vendors can deliver interchangeable IoT components that are interoperative
with those provided by other venders;

* Customers can use the reference architecture as a blueprint, based on which
to build and/or select technologies and solutions from venders for their loT
implementation.

* Requirements addressed:
* Concise and comprehensive description of the end-to-end loT architecture for
the industrial internet industry space
* Clear definition of constituent components and interfaces between the
components
* High-level functional requirements for each of the components
* Identification of existing or to be developed technologies for these

components
* Inspired and validated by core use cases
* Implemented and tested in an IIC testbed 8
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The IIRA Addresses Complexities in:
Ecosystems

—redil: National Institute of Standards and Technology

Bullding /
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A Cmermal Communication Flows
— e nal Communication Flows
e e o [ civical Flows

[vnamn
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The IIRA Addresses Complexities in:
Sector-2-Sector Linkages

£
;

i
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The IIRA Addresses Complexities in:
Networks
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The IIRA Addresses Complexities in:
Sectors & Verticals

N PP W
B L s B
VEOR O | = BT l _ Sl
) D i 11
EELH ' i
. ublic
. - consumer & defense/ . public P . .
agriculture building energy healthcare | manufacturing security & transportation
home aerospace sector
safety
farming, building/ consumer defense, military, energy, utilities, connected factory, industrial | education, public safety, mobility,
ranching, fishing, construction, products, home aerospace mining, oil and medical devices, automation, environment, public security, transportation,
weather smart home, products, cooking gas, smart grid hospitals, medical | smart products water, surveillance, public
office, building (commercial), offices, transportation, disaster transportation,
security, building entertainment, pharmacies, waste prevention. Law vehicle, traffic
maintenance phone & network medical therapy, management, enforcement/ infrastructure,
services, sporting home healthcare, civil police, fire, logistics, freight
events, travel, disease diagnosis, administration emergency and management,
tourism continuous crisis response, pipelines,
patient and military shipping,
monitoring, aeroncutics

clinical trials,
assisted care,
dentistry
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The IIRA Addresses Complexities in:
Sets of Connectivity Options

- 802.11a/b/g » 2G Cellular

- 802.11n - 3G Cellular
- 802.11ac » 4G Cellular
- 802.11ad
- Other 802.11 & 1
. - DECT ULE ((( ))) %
f ; - Other 2.4GHz i
- Other Sub-GHz ) i
)2.15.4
3 -"'-"-
6 WiGig
Z e
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I
V7 BsA gwee P,
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z £
- % &
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13
Approved for Public Release; Distribution Unlimited. Case Number 16-0696



Q Need Secure, Safe, Reliable, and Resilient Behavior that Upholds Privacy Expectations

Cyber Risk is Expanding into Physical Risk

IT Risk Operational Risk
>
Loss of Loss of :
information reliability s
or service or safety property
>
“Back office” Production

Gartner.

14
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a Key System Characteristics and their Assurance — Chapter 2

Resilience
Safety

Security, Trust & Privacy

Assurance

Engineering

* |SO Assurance Case Standard
* OMG Structured Assurance Case Metamodel Standard

* Open Group Dependability through Assurance Standard 15
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0 Industrial Internet Reference Architecture —Chapters34, 5, 6, & 7

Stakeholders
~ : . .
ﬂ.{l = Business Viewpoint
d}) = Functional Viewpoint
ﬁl = Implementation Viewpoint

16
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0 Viewpoints — Chapter 6 — Functional Viewpoint

IIRA FUNCTIONAL VIEW

Human r i i
uman Users Functional Domains

Business

J
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Control
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Physical Systems
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G Viewpoints — Chapter 7 —

Implementation Viewpoint

1HOT SYSTEM VIEW

Enterprise Tier

Edge Tier Platform Tier

» $ Monetization

other in{ormation domains

data flows
I &
J S st (i S 1  Business Domain
F — — e — — — —
stio naformation Streaming & batch
data flo = B = - information flows ] C I
> L = Bis Analytics CRM  EMR
Parsistence & distributiol Pemistence & distribution
o I
™ | oss Bss =
Control Domair| |_ ;
1
- | Mpplication Domain | |
L) dath flows
a
Logle & rules =
orchestration flows ] apt & paral
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- Biz A
( ) biz app flows DI ABPS
assetmgmtflovis | I Operations Domain = ==
Provisioning & Deployment Prognostics & Optimization Biz users
> = — = - OTApps
W Asset & Meta data APl & Portal . E i
[ B ops app flows OT users
Management Monitor & Diagnostics

Proximity
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CONVERGENCE OF INFORMATION TECHNOLOGY AND OPERATIONAL TECHNOLOGY
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P CONVERGENCE OF IT AND OT TRUSTWORTHINESS

- —

e e
e rm e -

Chapter 2

Information Technology (IT) Operational Technology (OT)
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0 Key System Characteristics and their Assurance — Chapter 2

Resilience

Safety

Security, Trust & Privacy

Assurance

Engineering

22
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TRUSTWORTHY SYSTEMS

e —
e rm e -

Chapter 3
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n TRUSTWORTHINESS MANAGEMENT CONSIDERATIONS
e — ONGOING ACTION
Chapter 5 Systems

ADAPTIVITY

RAPID RESPONSE

October 5, 2016 24



° PERMEATION OF TRUST

Chapter 6

Components Builders System Builders

INDUSTRY
STANDARDS

SPECIFY
COMPONENT
REQUIREMENTS

COMPONENT

REQUIREMENTS

DELIVER

COMPONENT
CAPABILITIES

l INTEGRATED
COMPONENT COMPONENT SYSTEM

TRUST in Component

October 5, 2016

Operational User

REGULATORY
REQUIREMENTS

SPECIFY
SYSTEM
REQUIREMENTS

SYSTEM

OPERATIONAL
REQUIREMENTS

OPERATIONAL
SYSTEM

DEPLOY

SYSTEM
CAPABILITIES

TRUST in System



TRUST RELATIONSHIP BETWEEN ACTORS

Operational System

OPERATIONAL :
USER System 3rd Party Operational

Owner/Operator Management

Chapter 6

DEPLOYMENT

Integrated System
Solution

Provider

System
Integrator

SYSTEM
BUILDERS

REQUIREMENTS

Components

COMPONENT
BUILDERS

Hardware Vendor Software Publisher Service Provider
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i TRUST RELATIONSHIP BETWEEN COMPONENT BUILDERS
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Chapter 6 SOFTWARE
INTEGRATOR
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lISF FUNCTIONAL VIEWPOINT - SECURITY BUILDING BLOCKS

Chapter 7 Security Configuration & Management
Security Monitoring & Analysis
Communications & Connectivity Protection

Endpoint Protection
Edge - Cloud

Data Protection

Security Model & Policy

October 5, 2016



Swrs ALIGNMENT OF IISF, IIRA FUNCTIONAL AND 10T SYSTEM VIEWS
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Endpoint Protection

Endpoint Monitoring
Access
Configuration & Management

Endpoint Root of Trust
Endpoint Physical Security

Endpoint Data Protection

Endpoint
Integrity
Protection

Endpoint

Chapter 7

Endpoint Security Model & Policy



Communications & Connectivity Protection

Chapter 7

Network Configuration
& Management

lnft::r’:::tion Cryptographic
Protection Protection

Network Monitoring
& Analysis
Communicating Endpoints Protection
Physical Security of Connections

Data-in-Motion Protection

Security Policies for Communications & Connectivity Protection



Security Monitoring & Analysis

Chapter 7

Monitor

Analyze Act
Endpoints & Behavioral Proactive/
- Communication Analysis Predictive

Secure Remote
Logging

Rule-Based

Reactive Detectinn.
Analysis

& Recovery

Supply
Chain

Root Cause/
Forensics

Monitoring & Analysis Data Protection

Security Model & Policy for Monitoring

October 5, 2016



Security Configuration & Management

Chapter 7 Endpoint Identity

Management

Secure 5 ' _
Operational Endpoint Configuration Security
Management & Management Management

Communications Configuration
& Management
Security Model Change Control

Configuration & Management Data Protection

Security Model & Policy for Change Management



Protecting Data

Endpoint Communications  Configuration Monitoring
Data Data Data Data
Protection Protection Protection Protection

Chapter 7

Security Model & Policy for Data
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Chapter 7

Security Model & Policy

Configuration & Management Security Policy

Monitoring & Analysis Security Policy
Communications & Connectivity Security Policy
Endpoint Security Policy

Data Protection Security Policy

Security Policy Security Model

System Security Objectives

System Threat Analysis



. THREAT AND VULNERABILITIES TO llOT ENDPOINTS
===:==. | PROTECTING ENDPOINTS

Chapter 8

Guest Qs
or RTos €4)
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L2-L4 Services

G Chapter 8 Srens e
vt swicr

PROTECTING ENDPOINTS e

— W

Hypervisor

Memory CPUs Peripheral Devices TPM

Deployed Hardware

Virtual Isolation

AFPLUCATION

AFFLICATION

APPLICATION SEFARATION KIRMEL

: BLARAGT MTNT
CONTAINER ISOLATION VIRTUAL ISOLATION PHYSICAL ISOLATION
Endpoint and Container Isolation Techniques

PROCESS ISOLATION
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PARTICIPANT X PARTICIPANT Y

Distributed Data Distributed Data Distributed Data
Management & Management & M Management &
CHAPTER 9 Interoperability

lmm""h“lw Interoparabllity

PROTECTING COMMUNICATIONS AND SRR
CONNECTIVITY
Networking
Example of lloT core Communication & Connectivity Layer
Standards

Distributed Data
Management &
Interoperability

Communication and Connectivity Layers



G CHAPTER 9

PROTECTING COMMUNICATIONS AND Endpoint A
CONNECTIVITY

L conmowomwie. 3

Endpoint B

Communications Channels between lloT Endpoints

UNIDIRECTIONAL nmuu mﬂ

—

October 5, 2016 39
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0 CHAPTER 9

PROTECTING COMMUNICATIONS AND
CONNECTIVITY

—_—
—
—
SERVER REPLICATION HOST

Secure lloT Core Protocols

...,.....l.....l.....-..-l....._ ‘ | UNIDIRECTIONAL FLIP

[ ] [ ]

[ [ ]

- 12 3 ) TKMODULE  RX MODULE

. Secure lloT Gateway : New Secure Endpoints ELECTROMAGNETIC ELECTROMAGNETIC
: . RELAY RELAY
1 Legacy (]

[ Protocols : SERVER REPLICATION HOST

. ;

[ ] [ ]

(] 1 —

' ' —

' ]

: Legacy Endpoints :

Legacy Protocols Protected by
Physical & L2/L3 Security

Protecting Legacy Endpoints and Communication Links

i A Reversible Unidirectional Gateway *°
Using Gateways



Security Monitoring Data Analysis Variants

O. Chapter 10
Behavioral

Analysis

SECURITY MONITORING AND ANALYSIS
Prediction,

Data Incident
Collected Management,
Forensics

Rules-based
Analysis

Before Incident During Incident After Incident
DETECT DETECT RETURN TO
RECONNAISSANCE CHANGES “NORMAL"
Incident
Predictive — m
BEFORE SECURITY MONITOR DATA USEFUL IN ENTIRE TIMELINE AFTER

Security Monitoring During Timeline



0. Chapter 10

SECURITY MONITORING AND ANALYSIS

Security
Monitoring

Security & Privacy
Brownfield Considerations Supply Chain

Considerations (Data collected, Monitoring
logging, etc.)

Security Monitoring Special Considerations



Management
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GChapterll _ .
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W ﬂperaﬁunil sgcurit\r
Monitoring Monitoring

CONTROL CHANNEL

SECURITY CONFIGURATION AND MANAGEMENT

Operational Endpoint &
Network Configuration

Secure Operational Management

MANAGEMENT CHANNEL

Endpoint A Endpoint B

_—————————
SECURITY CHANNEL

SECURITY CONFIGURATION CHANNEL

SECURITY MONITORING CHANNEL

—
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Q Cha pter 11 Regulatory Policy

SECURITY CONFIGURATION AND MANAGEMENT

Organizational Policy

Policy Machine Policy

4@ Deployment Af;h"h

-
.

’Aﬂ N s,
y ;?;' . . '*-"}

Automated
Response

Policy Relationship
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G Chapter 11

SECURITY CONFIGURATION AND MANAGEMENT

Credential Management
Phase

CREDENTIAL CREDENTIAL
GENERATION STORAGE

CREDENTIAL

CREDENTIAL SUSPENSION,
BINDING REVOCATION,
DESTRUCTION

AUTHORIZATION

11

CREDENTIAL
STRA CREDENTIAL REMEWAL,
L HION ISSUANCE REPLACEMENT,
ROTATION

A

lloT Identity Management Lifecycle
October 5, 2016

]

Normal
Usage

* Alert * Remediation
State State

Commission

Endpoint Security Lifecycle



Q Chapter 11

SECURITY CONFIGURATION AND MANAGEMENT

Security Controllers

DATA CHANNEL

Flow of Management Data
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Q Chapter 12

LOOKING AHEAD—THE FUTURE OF THE llOT

mass customization

homomorphic encryption

just-in-time manufacturing software-defined network

microelectromechanical system .
desktop milling

blockchain high-assurance microkernels quantum computing
split key technology microservice software-defined platforms and virtual machines
horizontally scalable computing infrastructures venture funding and crowd funding

pipelined single-piece workflow

additive manufacturing

intelligence at the edge

battery-friendly wireless protocols

physical unclonable functions
falling costs of bandwidth

centralized to decentralized



Annex A: INDUSTRIAL SECURITY STANDARDS
Annex B: CYBER SECURITY CAPABILITY MATURITY MODEL (C2M2)
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Annex C: SECURITY CAPABILITIES AND TECHNIQUES TABLES

Cryptographic Technique Example Objective Example Requirements
Message
authentication;  |securelygenerated, |Sorure Sandeied ond
Symmetric key Message integrity | distributed and
cryptography — maintained, shared |secure standardized and
E:'f‘ civotion Confidentiality secret key up-to-date encryption
L algorithm
Standard-based
Authorship; securely generated, distributed
2 .
Digital signatures | Integrity; Zﬂﬂuﬂi‘.’.‘?&?ﬁ"a&e o
Non-repudiation Standardized and up-to-date
Asymmetric key Public-key signature schemes
cryptography Asymmetric infrastructure Standardized and
encryption Confidentiality up-to-date asymmetric
Y encryption algorithm
Standardized and
ihst?ar:ﬁsﬁ;tt Forward secrecy up-to-date shared secret
establishment algorithm
g Message/data Standardized and
Hash function integrity up-to-date hashing algorithm
Random key and Standardized and
Random number generator otherdata Proper random seed up-to-date random generator

October 5, 2016

Cryptographic Techniques, their Objectives and Requirements
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Annex C: SECURITY CAPABILITIES

Techniques and Processes for Enabling System Integrity

AND TECHNIQUES TABLES T T
Wﬂ'ﬂrmﬂsd | Protected ey wors |m¢ﬂmmmm
Iwwmrw 'uw-:w T |m..-a putilc-kry inbrastructure
_""""'_Femw& - I.DT" S e
| Code uigning Trusted public-key mfrastructure
| Secure witwars
| developmernt. Secure woftware development
| Risk-Based securiey testing. | mathodoiogy
Endpoint | Static anahysi
Ietagrity Software ntegrity Tristted Mardware manulsctures;
Hardware saunity module or proprietary
| Boat prooess integrity w:ﬂrmm bacied
Standardiped OF frmware interface
| |eg. UEF)
Objective: Availability Example Technique/Process Example Requirements [T e re— T —
. ; Code madelg,
Endpoint availability Physical protective enclosure :m::‘“ﬁm“"ﬂ snd Runtime integrty | Runtime verfication ooy PR
Integrity of | MALY, hashes/digesty; R -
Physical availability of . . s data-at-rest | Dl Sigratures e il
communications CORMTRISCAIONS Madie; EsAed manirectun Whuituial autherttication
Availability of Network load management; | deployment . Weenemondpsinty | |duariuind end mubnisiad
N‘Iﬂ-ilﬂm techniques signatures during for mutual authentscation
Evaluation methodology; mﬂ -—-p-h-u-:-n
. Resource allocation; Endpoint, communications and Authantication Ersdpuint intagrity
"‘m.‘{',:';ﬂfn‘: e e ome Planning for frequent iterative | architectural availability for ) ‘mwm::u? Comunicaton regrty o moniorig
Ik et and | I werificabion of st and ]
security evaluation management and monitoring egrity mw tegrity prvenpicim ot m ""“"‘T,."‘...,:."‘.‘.‘*
components dutions gnd aivet Up and monitoring
Maintaining integrity of logs | Integeety of anakytical aigonithms;
1] ard integrity of audst or audit path
of Ity of detedn [ e rows | ond mbmagammant Wisgr iy In st
Architectural Hllhbﬂlw Fault m Architectural threat m ction the entice loT wyatem segrnents
2 Matusl Impsct of
Load balancing; integrity controfy on | Archemectural integty FAEEATH SECUTIty FralLatian metnotalogy.
Architectur other evahagtion
Honeypats — hry vyitem expertive
. . . g m,‘ !
Techniques and Processes for Enabling System Availability m.._ ercrgpncpectiont | ot
“"’"",m ""!""M' Astrv portral

October 5, 2016




Q Annex C: SECURITY CAPABILITIES AND TECHNIQUES TABLES

Objective: Confidentiality

Confidentiality at endpoints

Example
Technique/Process

Encrypted data storage

| Example
Requirements

| Securely generated, distributed,

| and maintained keys:

| Protective storage of sensitive

| key material;

| Standardized and up-to-date

[mim algorithms

Wwﬁ distributed,
Confidentiality of communication communication Standardized and up-to-date
encryption algorithms
Confidentiality of management and Encrypted Endpoint confidentiality and
manitoring operations and solutions communication communications confidentiality
Confidentiality of data in communications confidentiality;
its lifecycle Confidentiality of management
and monitoring
Mutual impact of
Architectural confidentiality Architectural wm
confidentiality on ather key system confidentiality evaluation Domain-specific expertise
Mitigating Impactof |6 cing orinciple of
both insider and
least privilege; Granular access control policies
outsider attacks on
confidentiality Access control

Techniques and Processes for Enabling System Confidentiality

October 5, 2016

Techniques and Processes for Enabling System Access Control

Objecthve: Accens Control

Example
Technigue/Proces

Sandboxing (applicaticn];
Fine-grained data-centric

Example Requirements

access control

Confinement and
Endpoint access information flow ﬁﬁmw Comprehensive and consistent
control protection within Separation “"_Hdl{m]; security policies
endpaint Trusted computing
emvironments (hardware)
Use of protocols at Correct and trusted
protection of different Layers; W of eryptographic
communications and Forcible disconnection of Network antrol for
Communications connectivity unauthorized endpoints; mm
access control
Network segmentation;
and filt mﬂm
Information flow control ms't'“"‘m security policies;
gateways Trusted manufacturing of devices
Access control for monitoring,
logging and managing assets (e.g.
endpoints, communication, data,
workforce);
Access control for management and monitoring Control procedures for managing
operations and monitoring operations;
Controliing acoess to data that is
fed into analytics solutions;
Separation of duties;
Role-based access control [RBAC)
Access control within endpoints,
access to
mhvd‘ ﬁmm management
Mutual impact of access Haolistic security evaluation
Architectural access | controls on other key wmm"l o methodology;
control system characteristics Domain-specific expertise
impact of
m and Enforcing principhe of
SUNSiar SItRcles B least privilege Granular access control policies




The IIC has three primary areas of activity:
Community Engagement, Technology & Security, and Testbeds

IIC Ecosystem
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and thought
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